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DETAILED ACTION 

Response to Amendment 

1. The amendments, filed on 06/13/05, have been entered and made of record. 
Claims 36, 40 and 44 have been cancelled. Claims 9, 19, 23-24, 26-29 31, 33-35, 37-39 
and 41-43 are pending. 

2. The affidavit filed on 06/1 3/05 under 37 CFR 1 . 1 3 1 is sufficient to overcome the 
Gennetten reference. 

Response to Arguments 

3. Applicant's arguments with respect to claims 9, 19, 23, 24, 26, 27, 28, 29, 31, 33, 
34, 35, 37, 38, 39, 41, 42, 43 have been considered but are moot in view of the new 
ground(s) of rejection. 

Claim Rejections - 35 USC §103 

4. The text of those sections of Title 35, U.S. Code not included in this action can be 
found in a prior Office action. 

5. Claims 9, 19, 23, 24, 26, 27, 31 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Friedman (US-5,499,294) in view of Parulski (US- 6,567,119) and 
further in view of Steinberg (US-6,433,818). 
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Regarding claim 9, Friedman describes a digital photography subsystem 
comprising: 

a decryption module (Friedman: figure 3c, item 20) to accept image data and 
metadata from a digital camera, the metadata including a digital signature of the image 
data, to verify the digital signature of the image data, and to examine the metadata to 
determine authenticity of the image data (Friedman: column 6, lines 2-7), and a viewer 
module (or display) to display the image data when the decryption module indicates the 
image data is authentic (Friedman: figure 4), wherein the metadata comprises a 
geographic location (through the global positioning system (GPSI) of the digital camera 
when the image was captured (Friedman: column 4, line 60) and at least one of: date and 
time the image was captured (Friedman, column 4, Lines 59), identifier of the camera 
owner, identifier of the photographer, and focal distance (Friedman: column 4, Lines 61), 
white levels (Friedman: column 4, Lines 59), f-stop (Friedman: column 4, Lines 59), 
brightness compensation (column 4, Lines 59), and distance for auto-focus when the 
image was captured (column 4, Lines 61-63). 

Friedman further describes the use of a public key, taken from the image border 
or nameplate, as a serial number for identifying the camera for such purposes as - 
warranty repair or replacement. The public key is in fact mathematically related to the 
camera's private key (column 6, Lines 14-21). So, the public key can be used as a means 
of identifying either the owner or the photographer of the camera since every camera and 
its owner has its own unique means of identifying itself from any other camera. 

However, Friedman does not teach a digital photography subsystem wherein the 
image data and metadata is associated with audit data indicating changes made to the 
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image data since capture, and the viewer module is configured to display the audit data 
and the metadata. Parulski describes an editing step 82 (Parulski; Fig. 4) where the 
metadata lists this editing data in the advanced edits list 100 (or audit data) to describe 
edits performed by an applications program other than modifying the standard FlashPix 
viewing parameters (Parulski; Col. 6, Ln. 15-32). In addition, the metadata may also 
include a copy of the unmodified thumbnail image in the thumbnail image data 98, which 
can be compared to the modified thumbnail image data 23 to determine if any changes 
have been made to the original image data by subsequent image editing applications 
(Parulski: column 6, lines 23-32 and figure 5). Therefore, it would have been obvious to 
one of ordinary skill in the art at the time the invention was made to modify the digital 
photography subsystem of Friedman to include image data and metadata associated with 
audit data indicating changes made to the image data since capture. One would have been 
motivated to modify the digital photography subsystem of Friedman to include image 
data and metadata associated with audit data indicating changes made to the image data 
because Parulski teaches that if an "older" printer does not recognize the modifications 
made in the extension data, then the original image data could then be used (Parulski: 
column 6, lines 1 1-25). 

However, Friedman in view of Parulski fails to disclose that a fingerprint data 
obtained from a fingerprint reading device on the digital camera at the time the image 
was captured, and the fingerprint data is used to identifying the operator of the digital 
camera. 

In the same field of endeavor, Steinberg teaches a camera with biometric security 
wherein fingerprint/ biometric data obtaining from the shutter button (Fig. 10; 142) or 
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any points of contact between finger and camera body is used for identifying and limiting 
access to an authorized user (Steinberg ; Col. 5, Ln. 35-45; Col 6, Ln. 5-35). Steinberg 
further teaches that the fingerprint data is captured and compared with a signature data in 
order to grant or not grant camera access (Steinberg; Col. 7, Ln. 29- Col. 8, Ln. 1-40). 
Additionally, Steinberg teaches image data in encrypted form which is decrypted by only 
owner's key (Steinberg; Col. 5, Ln. 12-34). In light of the teaching from Steinberg, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify the device of Friedman and Parulski to obtain fingerprint data from any 
points of contact between camera body and finger as claimed by Steinberg in order to 
only grant access an authorized user and thereby providing a digital camera with theft 
protection and allowing only an authorized user to view the encrypted image (Steinberg; 
Col. l;Ln. 58-67). 

Regarding claim 19, Friedman describes a method of generating secure digital 
photographic data comprising: 

capturing image data representing an image in the physical world by a digital 
camera (Friedman: column 3, Lines 64-66); 

obtaining metadata associated with the captured image, the metadata comprising a 
geographic location of the digital camera when the image was captured, and at least one 
of: date and time the image was captured (Friedman: column 4, Lines 59), identifier of 
the camera owner, identifier of the photographer, and focal distance (Friedman: column, 
Lines 61), white levels (Friedman: column 4, lines 59), f-stop (Friedman: column 4, 
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Lines 59), brightness compensation (Friedman: column 4, Lines 59), and distance for 
auto-focus when the image was captured (Friedman: column 4, Lines 61-63). 

Friedman further describes the use of a public key, taken from the image border 
or nameplate, as a serial number for identifying the camera for such purposes as warranty 
repair or replacement. The public key is in fact mathematically related to the camera's 
private key (Friedman; column 6, Lines 14-21 ). So, the public key can be used as a 
means of identifying either the owner or the photographer of the camera since every 
camera and its owner has its own unique means of identifying itself from any other 
camera. 

digitally signing the image data and the metadata with a private key of an 
asymmetric key pair (Friedman; column 5, lines 49-65; Friedman described an encryption 
module configured to digitally sign the image data prior to storage using a private key of 
an asymmetric key pair and to obtain metadata associated with the image data); and 

storing the image data and metadata in a memory of the digital camera (Friedman; 
Col. 5,Ln. 65 -Col. 6,Ln. 1-11). 

However, Friedman does not teach method of generating secure digital 
photographic data wherein the metadata includes audit data indicating changes made to 
the image data since capture. Parulski describes an editing step 82 (Fig. 4) where the 
metadata lists this editing data in the advanced edits list 100 (or audit data) to describe 
edits performed by an applications program other than modifying the standard FlashPix 
viewing parameters (Parulski; Col. 6, Ln. 15-32). In addition, the metadata may also 
include a copy of the unmodified thumbnail image in the thumbnail image data 98, which 
can be compared to the modified thumbnail image data 23 to determine if any changes 
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have been made to the original image data by subsequent image editing applications 
(Parulski: column 6, lines 23-32 and figure 5). Therefore it would have been obvious to 
one of ordinary skill in the art at the time the invention was made to modify the method 
of generating secure digital photographic data of Friedman to include image data and 
metadata associated with audit data indicating changes made to the image data since 
capture. One would have been motivated to modify the method of generating secure 
digital photographic data of Friedman to include image data and metadata associated with 
audit data indicating changes made to the image data because Parulski teaches that if an 
"older" printer does not recognize the modifications made in the extension data, then the 
original image data could then be used (Parulski: column 6, Lines 1 1-25). 

However, Friedman in view of Parulski fails to disclose that a fingerprint data 
obtained from a fingerprint reading device on the digital camera at the time the image 
was captured, and the fingerprint data is used to identifying the operator of the digital 
camera. 

In the same field of endeavor, Steinberg teaches a camera with biometric security 
wherein fingerprint/ biometric data obtaining from the shutter button (Fig. 10; 142) or 
any points of contact between finger and camera body is used for identifying and limiting 
access to an authorized user (Steinberg; Col. 5, Ln. 35-45; Col. 6, Ln. 5-35). Steinberg 
further teaches that the fingerprint data is captured and compared with a signature data in 
order to grant or not grant camera access (Steinberg; Col. 7, Ln. 29- Col. 8, Ln. 1-40). 
Additionally, Steinberg teaches image data in encrypted form which is decrypted only by 
owner's key (Steinberg; Col. 5, Ln. 12-34). In light of the teaching from Steinberg, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 



Application/Control Number: 10/038,365 Page 8 

Art Unit: 2615 

made to modify the device of Friedman and Parulski to obtain fingerprint data from any 
points of contact between camera body and finger as claimed by Steinberg in order to 
only grant access an authorized user and thereby providing a digital camera with theft 
protection and allowing only an authorized user to view the encrypted image (Steinberg; 
Col. l;Ln. 58-67). 

Regarding claim 23, Friedman in view of Parulski and further in view of 
Steinberg further discloses the method of claim 19 wherein the private key is uniquely 
associated with the digital Camera (Friedman, abstract; Col. 5, Ln. 49-60). 

Regarding claim 24, Friedman in view of Parulski and further in view of 
Steinberg further describes the method of claim 19 wherein the private key is uniquely 
associated with the manufacturer of the digital camera (Friedman, column 4, Lines 38- 
40). 

Regarding claim 26, Friedman teaches a method of generating and authenticating 
digital photographs comprising: 

capturing image data representing an image in the physical world by a digital 
camera (Friedman: column 3, Lines 64-66); 

obtaining metadata associated with the captured image, the metadata indicating 
characteristics of the image data (Friedman: column 4, lines 55-66); 



Application/Control Number: 10/038,365 Page 9 

Art Unit: 2615 

determining a geographic location of the digital camera when capturing the image 
and wherein the metadata comprises the geographic location of the camera when the 
image was captured (Friedman: column 4, Lines 66-67 and column 5, lines 1-4); 

digitally signing the image data and the metadata with a private key of an 
asymmetric key pair (Friedman: column 5, Lines 49-65); and 

transferring the image data, the digital signature, and the metadata to a host 
system (Friedman: column 1, Lines 4-45); 

authenticating the image data by the host system using the digital signature, a 
corresponding public key of the asymmetric keys pair, and the metadata (Friedman: 
column 6, lines 2-15). 

However, Friedman does not teach a method of generating and authenticating 
digital photographs comprising wherein updating audit data describing changes made to 
the image data, and associating the audit data with the image data and the metadata. 
Parulski describes an editing step 82 (Parulski; Fig. 4) where the metadata lists this 
editing data in the advanced edits list 100 (or audit data) to describe edits preformed by 
an applications program other than modifying the standard FlashPix viewing parameters 
(Parulski; Col. 6, Ln. 15-32). In addition, the metadata may also include copy of the 
unmodified thumbnail image in the thumbnail image data 98, which can be compared to 
the modified thumbnail image data 23 to determine if any changes have been made to the 
original image data by subsequent image editing applications (Parulski: column 6, Lines 
23-32 and figure 5). Therefore it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to modify the method of generating and 
authenticating digital photographs of Friedman to include image data and metadata 
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associated with audit data indicating changes made to the image data since capture. One 
would have been motivated to modify the method of generating and authenticating digital 
photographs of Friedman to include image data and metadata associated with audit data 
indicating changes made to the image data because Parulski teaches that if an "older 1 
printer does not recognize the modifications made in the extension data, then the original 
image data could then be used (Parulski: column 6, Lines 1 1-25). 

However, Friedman in view of Parulski fails to disclose a fingerprint data 
obtained from a fingerprint reading device on the digital camera at the time the image 
was captured, and the fingerprint data identifying the operator of the digital camera. 

In the same field of endeavor, Steinberg teaches a camera with biometric security 
wherein fingerprint/ biometric data obtaining from the shutter button (Steinberg; Fig. 10; 
142) or any points of contact between finger and camera body is used for identifying and 
limiting access to an authorized user (Steinberg; Col. 5, Ln. 35-45; Col. 6, Ln. 5-35). 
Steinberg further teaches that the fingerprint data is captured and compared with a 
signature data in order to grant or not grant camera access (Steinberg; Col. 7, Ln. 29- Col. 
8, Ln. 1-40). Additionally, Steinberg teaches image data in encrypted form which is 
decrypted only by owner's key (Steinberg; Col. 5, Ln. 12-34). In light of the teaching 
from Steinberg, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify the device of Friedman and Parulski to obtain 
fingerprint data from any points of contact between camera body and finger as claimed 
by Steinberg in order to only grant access an authorized user and thereby providing a 
digital camera with theft protection and allowing only an authorized user to view the 
encrypted image (Steinberg; Col. 1; Ln. 58-67). 
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With respect to the limitation the metadata including the fingerprint data, 
Friedman as modified by Parulski teaches a method of associating image data and 
metadata with audit data for authenticating digital photographs (Parulski: column 6, Lines 
11-25). Steinberg teaches that the fingerprint data is captured and compared with a 
signature data in order to grant or not grant camera access (Steinberg; Col. 7, Ln. 29- Col. 
8, Ln. 1-40). Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the device of Friedman and Parulski to 
include the captured fingerprint data of Steinberg in the metadata in order to provide an 
encrypted image wherein only the owner of the fingerprint data is authorized to view the 
encrypted image. 

Regarding claim 27, Friedman in view of Parulski and further in view of 
Steinberg further describes the (currently amended) method of claim 26, wherein the 
metadata comprises at least one of: date ant time the image was captured by the digital 
camera (Friedman: column 4, Lines 59), identifier of the camera owner, identifier of the 
camera owner, and Friedman further describes the use of a public key, taken from the 
image border or nameplate, as a serial number for identifying the camera for such 
purposes as warranty repair or replacement. The public key is in fact mathematically 
related to the camera's private key (Friedman; column 6, Lines 14-21). So, the public key 
can be used as a means of identifying either the owner or the photographer of the camera 
since every camera and its owner has its own unique means of identifying itself from any 
other camera; focal distance (Friedman: column 4, Lines 61), white levels (Friedman: 
column 4, Lines 59), f-stop (Friedman: column 4, Lines 59), brightness compensation 
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(Friedman: column 4, line 59), and distance for auto-focus when the image was captured 
(Friedman: column 4, lines 61-63). 

Regarding claim 31, Friedman in view of Parulski and Steinberg further describes 
the method of claim 26 further comprising displaying the image data when authenticated 
(Friedman; Fig. 4; column 4, Lines 47-57). 

6. Claim 28 is rejected under 35 U.S.C. 103(c) as being unpatentable over U.S. 
Friedman in view Parulski, in view of Steinberg and further in view of Davis (US- 
2002/0,001,395). 

Regarding claim 28, Friedman in view of Parulski and further in view of 
Steinberg describes the method of claim 27, but does not teach the method further 
comprising obtaining the date and time setting for the digital camera by a host system 
from a website controlled by at least one of the manufacturer and the distributor of the 
digital camera. 

In the same field of endeavor, Davis teaches a session mode wherein the camera 
operates under the control of parameters that govern that session (Davis; [0066], lines 2- 
4). In addition, Davis teaches that an external device may initiate that session (Davis; 
[0066], lines 6-8). An external device may in fact be a communications network, such as 
the internet (Davis; figure 2, item 102). Davis also teaches that within the session 
parameters, the external device can instruct the camera to set the time and date (Davis; 
[0067], lines 3-6). Also, note that Davis teaches that the either the user can initiate a 
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session or and external device can (Davis; [0066], Lines 6-8). A non-user external device 
that initiates instructions to the camera could in fact comprise either the distributor or the 
manufacturer, as they are not the camera user. Therefore, it would have been obvious to 
one familiar to the art to combine the method taught in Friedman, Parulski and Steinberg 
with a website controlled from either the distributor or manufacturer to set the camera's 
time and date. One would have been motivated to modify Friedman, Parulski and 
Steinberg to include a website controlled by either the manufacturer or the distributor to 
keep the photographer from altering the photographing record in that it would be false 
and misleading as stated in Davis (Davis; [0065]). 

7. Claim 29 is rejected under 35 U.S.C. 103(c) as being unpatentable over Friedman 
in view of Parulski, in view of Steinberg further in view of Steinberg'949 (US- 
6,587,949) 

Regarding claim 29, Friedman in view of Parulski and further in view of 
Steinberg fails to disclose the method comprising updating the private key for the digital 
camera by the host system from a website controlled by at least one of the manufacturer 
and the distributor of the digital camera. 

In the same field of endeavor, Steinberg'949 teaches the initial programming of a 
security key, or private key, which is done with the initial set-up of the device, prior to its 
normal use (Steinberg'949; column 6, lines 45-58). Therefore it would have been obvious 
to one ordinary skill in the art at the time the invention was made to combine the method 
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taught in Friedman, Parulski and Steinberg with the programming of a private key prior 
to using the device. 

One would have been motivated to modify the method of Friedman, Parulski and 
Steinberg to include the programming (updating) of a private key in that with the user 
knowing the private key, they can then operate the computer to decrypt the encrypted 
data as stated in Steinberg'949 (Steinberg' 949; column 6, lines 58-60). 

8. Claims 33-35, 37-38, 39 and 41-43 are rejected under 35 U.S.C. 103(c) as being 
unpatentable over Friedman in view of Parulski, in view of Steinberg and further in view 
of Tsukamoto (US-6,359,837). 

Regarding claims 33, 37, and 41, Friedman in view of Parulski and further in 
view of Steinberg fails to disclose the method wherein the metadata further comprises a 
temperature reading obtained from thermometer on the digital camera at the time the 
image was captured. 

In the same field of endeavor, Tsukamoto teaches a method of obtaining weather 
information wherein temperature from a sensor is transferred to and recorded by the 
image recording apparatus together with an image (Tsukamoto: column 15, lines 20-39 
and figure 14). Therefore it would have been obvious to one familiar to the art to 
combine the subsystem or method taught in Friedman in view of Parulski and Steinberg 
to include a temperature reading obtained from thermometer on the digital camera at the 
time the image was captured. One would have been motivated to modify the subsystem 
or method of Friedman, Parulski and Steinberg to include a temperature reading obtained 
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from thermometer on the digital camera at the time the image was captured of Tsukamoto 
in that the user can carry the wristwatch and digital camera combination on a trip or 
mountain climbing and electronically record various situations (Tsukamoto: column 1, 
lines 29-44). 

Regarding claims 34, 38, and 42, Friedman in view of Parulski and further in 
view of Steinberg fails to teach a digital photography subsystem wherein the metadata 
further comprises a barometer reading obtained from the barometer on the digital camera 
at the time the image was captured. However, the limitations are well known in the art as 
taught by Tsukamoto. 

In the same field of endeavor, Tsukamoto teaches the use of an atmospheric 
pressure sensor (barometer) (Tsukamoto: column 1, Lines 29-38) that is transferred to 
and recorded by the image recording apparatus together with an image (Tsukamoto: 
column 15, Lines 20-39 and figure 14). In light of the teaching from Tsukamoto, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify the device of Friedman, Parulski and Steinberg by having a barometer 
reading from the barometer / atmospheric pressure sensor on the digital camera of 
Tsukamoto in order to record the atmospheric level along with the captured image 
(Tsukamoto: column 15, Lines 20-39 and figure 14). 

Regarding claims 35, 39 and 43, Friedman in view of Parulski and further in 
view of Steinberg further fails to disclose the method, wherein the metadata comprises a 
compass reading obtained from a compass on the digital camera at the time the image 
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was captured. However, the limitations are well known in the art as taught by 
Tsukamoto. 

In the same field of endeavor, Tsukamoto teaches the use of a compass that is 
transferred to and recorded by the image recording apparatus together with an image 
(Tsukamoto: column 15, lines 20-39 and figure 14). In light of the teaching from 
Tsukamoto, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the device of Friedman, Parulski and Steinberg by having 
a compass reading from the compass on the digital camera of Tsukamoto in order to 
record the atmospheric level along with the captured image (Tsukamoto: column 15, 
Lines 20-39 and figure 14). 

Conclusion 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the 
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advisory action. In no event, however, will the statutory period for reply expire later than 
SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hung H. Lam whose telephone number is 571-272-7367. 
The examiner can normally be reached on Monday - Friday 8AM - 5PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Ometz can be reached on 571-272-7593. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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